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Threat Model for MOCCA 
Component Environment

Objective
This model has been created to asses potential vulnerabilities in MOCCA and to find a secure solution for 
integration of MOCCA and Shibboleth.
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MOCCA Security Requirements Protected Assets

Sample Use Case Threats to the System

Future Work

Attack Scenarios

1. Authentication – identity verification, Single Sign On 
to access kernels distributed on various nodes in 
different locations.

2. Authorization – need to map user attributes to H2O 
role-based users to check permissions to e.g. deploy 
or run software.

3. Credential delegation – to enable component running 
in one container to deploy or run code in another
container.

4. Integrity – it is crucial to protect both user data (input 
and output) as well as code from tempering or 
destruction.

5. Confidentiality – to protect data and code, that might 
contain classified information.

6. Availability – of the security infrastructure and 
protection H2O kernels from attack, spare nodes in 
case of DDoS attack

• To provide easy credential 
delegation from Shibboleth to GSI-
based system

• To combine our client library for 
Shibboleth SSO with GridShib
library that allows propagating 
Shibboleth assertions as part of 
non-critical extensions to X.509 GSI 
certificate.

1. Plaintext Transmission
eavesdropping of data including 
credentials, using simple sniffer.
Severity: Critical

2. SSL eavesdropping – Man-in-the-
middle attack if certificate is not 
validated properly, leading to (1).  
Severity: Critical

3. Privilege escalation – attacker 
with low privileges (e.g. Guest) 
might get higher trust level (Admin) 
by deploying malicious code                                     
Severity: Moderate - Critical

4. Resources limit overstepping
– privileged user might exceed 
permited resources by deploying 
malicious code, in worst case 
causing container crash.                    
Severity: Low - Moderate

5. Social engineering – user (in 
worst case – Administrator) might 
be tricked into giving his/her 
credentials ( e.g. phishing)                                        
Severity: Moderate - Critical


