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} 1. Overview of the Components in the Wireless CML(1)

24V Power WLAN AP Bluetooth AP ProfiNet Switch
(2866310) (2990037) (2692788) (2832632)

PLC Siemens
315 2DP/PN
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} 1. Overview of the Components in the Wireless CML(2)

ProfiNet Device IL PN BK DI8 DO4 2TX-PAC

+IB IL Al 2/SF-PAC+ IB IL AO 2/U/BP-PAC
WLAN AC Bluetooth AC

(2692791) (2692788) (2703994 + 2861467 -- 2861302)
/]

CoNeT Motiile Lab
PROFINET in AUTOMATIONWORX

e

PHGENIX ANI/ANO
il simulator + DI

ProfiNet Device WAGO 750-340 +2DI+2 DO

24V Power
(2866310)
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} 2. Description functionalities of the Wireless components

2.1 FL WLAN 24 AP 802-11 XDB

* wireless transceiver that can function as:
v" Access Point (AP)
v' Bridge
v" Access Client (AC)

» The transceivers can send Ethernet data with the option of
adding serial data over the wireless link.

* |s conform to IEEE 802.11a/b/g standards
» Security Mechanism
v WEP Encryption (shared or open authentication)
v" WPA with TKIP/AES-CCMP Encryption
v WPA-EAP-TLS, and WPA2-EAP-TLS
v" MAC Address Filtering
v’ Bridge encryption (AES)
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Ex 1: Wireless communication between PC
with WLAN interface and the FL WLAN 24
AP 802-11 XDB
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> 2.2 Configuration WLAN transceiver (FL WLAN 24 AP)

2.2.1 Configuration PC to communicate with the WLAN AP

Internet Protocol (TCPSIP) Properties

General |

Y'ou can get IP settings azsigned autarmatically if your netwark, supparts
thiz capability. Othemwize, vou need to ask your netwaork, administratar for
the appropriate [P zettings.

{7 Obtain an IP addrezs autamatically
(%) Uze the follawing |P address:

IP address: | 192 168 . 254 . 14

|
Subriet mask: | 255 . 255 . 255 . 0 |
|

Default gateway: |

Cbtain DMS zerver address automatically
{®) Usze the following DMS zerver addrezzes;
Preferred DMNS zerver: | ) : ) |

Alternate DMS server: | : : ; |

L ak. ][ Canhiel ]
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© CoNeT - Co-operative Network Training

> 2.2.2 Configuration WLAN Transceiver as Access Point (AP)

To configure the WLAN transceiver to
function as an Access Point:

1. Apply power to the WLAN
transceiver and open a web browser
on the computer, FL WLAN 24 AP 80211-XDB

such as Internet Explorer. S

2. Enter the following IP address into
the “Address” field of the browser:

Terms and Conditions: This device is for authorized use only. Any unauthorized use of this product is prohibited

https ://1 92 L] 1 68 -254-254 Copyright @ 2008 PHOENIX:I‘I?IN;.QEE'I'Sgw(DEI;ANEX Control Systems ULC
3. Enter the default case-sensitive
credentials: https://192.168.254.254
Username: Admin
Password: admin Username: Admin
4. Agree to the terms and conditions Password: admin
and click the “Sign In” button.
Chapter 2: Description functionalities of the Wireless components © 2010 Karel de Grote-Hogeschool Dominique Daens
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> » The “Configuration... General” menu

5. Click the “Expand All” button at the bottom of the menu to open
all of the folders.

6. Click the “Configuration... General” menu

2008 PHOENIX CONTACT & OMNEX Control Systems ULC
All rights reserved

o

a
o Click the “Submit” b ke th ' '

: /. Click the “Submit” button to make the settings active.

]

o PHCGENIX FL WLAN 24 AP 80211-XDB Last Update 03/31/2008
[ CONTACT Eagatk
i 3" General Configuration

g | =

O X

= = Device Name / Location | default location |

FL WLAN 24 AP 80211-XDB

s} Host Name: | default |

QO Home Domain Name | default i
Z (I pevice Information Contact i default contact |

G.) aConﬂguratiun

S B Genera ! System Time and Date: Date: 03/18/2008 Time: 17:30:07
- Operational Mode C Manual
4(—6) gﬂ New Time (hh:mm) I:I ; [_J

Access Point Radio e e

g S " New Date (mmiddiyyy) [ |

(I) Store Retrieve Setlings

0, e (' Use PC Clock

(l) ([OMaintenance ' Use NTP Server

0 (IMonitoringReports Time Zone: | (GWT-05:00) Eastemn Time (US & Canads) v
O Glossary Time Server 1: [ ‘

Expand All Collapse All Time Server 2: [ |
|

% S ubmit I
Z

O
(@)
©
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> *The “Configuration... Operation Mode” menu

8. Click the “Configuration... Operational Mode” menu.

9. Click the “Wireless Access Point” button. Then, click the Submit”
button. The radio will reboot.

A reboot may take up to one minute and requires the user to
log in again.

o
a
-~ PHCENIX FL WLAN 24 AP 80211-XDB Last Update 02/21/2008
S' CONTACLT Logout
0] Operational Mode Configuration
g
= X
v FL WLAN 24 AP 80211-XDB EWireless Access Point
9 o Cwireless Bridging
g [Opevice Information OWireless Client
-l—) aCunﬁguraﬁun
() £l General Owireless Link Monitaring
Z Operational Mode
Oan
() [(DAccess P oint Radio
|| Eivesswons [ Submit_|
-— Store Retrieve Settings
+ [(Jperformance
S DM aaaaaaaaa
Q CImonttoringReports 2008 PHOENIX CONTACT & OMNEX Control Systems ULC
e | Bcoss v All rights reserved
O
|
O
O
|
i
O
Z
O
@)
@)
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© CoNeT - Co-operative Network Training

} - The “Configuration..Access Point Radio..General” menu

11. Enter a new value (ex. CoNeT) in the “SSID” field. All Client
transceivers in the same network must have the same SSID.

CoNeT

\

12. Click the “Submit” button to
save the settings.

To maintain security, the
SSID should be changed to
something other than the
default. Ex. CoNeT

FL WLAN 24 AP 80211-XDB
Home
[Jpevice Information

Zconfiguration

Operational Mode
OLan

SlAccess Point Radio

Security
MAC Addr. Filtering
Rogue AP Detection
Advance d
Passwor ds
Store Retrieve Settings
[Jperformance

(ImMaintenance

([(IMonitoringReports
Glossary

Expand All Collapse All

FL WLAN 24 AP 80211-XDB

PHCENIX
CONTACT

Last Update 03/31/2008

Logout
Access Point Radio - General

ireless MAC: 00:08:68:85:C2:C0 (Wistron Neweh)

ssiD: CoNeT |
Wireless Mode: [(s02116 v
K (2.412 GHz) - | Select optimal channel ||
Channel No: = i n rezee
Auto select optimal channel at bootup: | No v |
Tx Pwr Mode: l:-Auto v Fixed Power Level:
Advanced
IF B
Beacon Interval: | 100 | (Range: 20-1000)
RTS Threshold: | 2346 (Range: 1-2346)
DTIM: [1 (Range: 1.255)
Basic Rates: :1,2Mbps el
Preamble: :_Shart Preamble V
Broadcast SSID: Enable «
1L |
[ Submit_|

2008 PHOENIX CONTACT & OMNEX Control Systems ULC
All rights reserved.

Chapter 2: Description functionalities of the Wireless components

© 2010 Karel de Grote—Hogeschool Dominique Daens

cr

Slide 1-01/29



TEST of the Wireless communication
between PC and the FL WLAN 24 AP 802-
11 XDB

o
(@
-
(@
-
©
G
H
A
G
O
=2
D
O
Z
O
>
-
IS
]
S
O
OF
X
O
O
|
H
O
Z
O
@)
©

Chapter 2: Description functionalities of the Wireless components © 2010 Karel de Grote-Hogeschool Dominique Daens

C

Slide 1-01/29




© CoNeT - Co-operative Network Training

} - The “Configuration..Access Point Radio..Security” menu

PHCENIX
CONTACT

o)
FLWLAN 24 AP 80211-XDB

Home
[IDevice Information

Security
MAC Addr. Filtering
Rogue AP Detection
E| Advance o

] Passwor: ds

Store Retrieve Settings

[(Jperformance

(maintenance

([(OMonitoring Reports
Glossary

Expand All Collapse All

FL WLAN 24 AP 80211-XDB

13. Click the “Access Point Radio... Security” menu.
14. Enter the desired method of security and appropriate settings.
15. Enter the desired security settings.

Last Update 03/31/2008

Logout

Access Point Radio - Security

Security Method:

[] wWPA options
Pre-Shared Key

Passphrase
{minimum 20 characters)

802.1x
Pairwise Key
[1802.11i (WPAZ2) options

Pre-Shared Key

Passphrase
(minimum 20 characters)

802.1x
Pairwise Key
RADIUS Server
Primary Radius Server Settings

Radius Server IP Address

Shared Secret(minimum & characters)

Encryption Suite and Re-keying

Group Key

Group Encryption Key Lifetime

THIP

THIP

Content of the lesson ,,Wireless Communication

© 2010 Karel de Grote—Hogeschool Dominique Daens

Slide 1-01/29



© CoNeT - Co-operative Network Training

> - WEP security Settings for AP

1. Click the “Access Point Radio... Security” menu.

* The “Authentication
Type” drop-down
menu allows selection
of “open”, “shared” or

“open/shared” (clients s

General

« WEP Encryption =
three sizes of keys that

« WEP Keys 1-4 (64-bit
one of four possible B lossary

keys that can be used
with 64-bit encryption

‘ﬁ[ Dane

Content of the lesson ,,Wireless Communication

PHENIX
CONTACT

FL WLAN 24 AP 80211-XDB

FL WLAN 24 AP 80211-XDB

evice Information

may employ either) Scatiasio

Operational Mode

Method selects one of Siacans Pt
B Security
[l Rogue AP Detection

can be used by WEP =

Passwords
Store Retrieve Settings
(Operformance

encryption) selects Sh—

C}Moni'toringmegorts

Expand All Collapse All

Last Update 03/31/2008

Logout
Access Point Radio - Security

Security Method:

Authentication Type: Open System v

WEP Encryption Method
) 64-bit Encryption
Default WEP Key
(Enter BL-bit WEP keys as ?0 hq)c_a{c.fe-;_.fme.f_cf.lgitg _(Q—E_i_, _ﬁ\—_f_j__gr_ﬂ_—_._F}_}
WEP Key 1 :_:.
WEP Key 2 ||
WEP Key3 ||
WEP Key 4 |
)128-bit Encryption
(Enter 128-bit WEP keys a5 26 hexadecimal digits (0-9, a-f or A-F))

WEP Key
1152 -bit Encryption
(Enter 152-bit WEP keys as 32 hexadecimal digits (0-9, a-f, or A-F))

WEP Key ||

Click 'Key Gengratu(‘ but_lgn and_n_ancr\yption key will be generated
automatically. | Key Generator |
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TEST of the WEP security
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© CoNeT - Co-operative Network Training

> .WPA and 802.11i (WPA2) security Settings for AP

1. Click the “Configuration... Access Point Radio... Security” menu

2. From the “Security Method” drop-down menu, select either WPA, WPA2
(802.11 i) or IEEE 802.11i and WPA. Selecting IEEE 802.11i and WPA allows
clients to use either method to connect to the Access Point

3.Select the desired options:

» To use 802.1x authentication, a Radius server must exist in the network. If a
Radius server does not exist in the network, select “Pre-Shared Key” and enter
up to 63 characters in the “Passphrase” field.

« Pairwise Key. If wireless clients use AES-CCMP or TKIP, select accordingly. If
there will be a mix of clients using AES-CCMP or TKIP, select both.

« If 802.1x authentication is selected, enter the appropriate data in the “Radius
Server IP Address” and “Shared Secret” fields.

 Select the appropriate choices from the “Group Key” and “Group Encryption
Key Lifetime” drop-down menus.

« Click the “Submit” button to write the changes to the radio.

© 2010 Karel de Grote—Hogeschool Dominique Daens
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TEST of the WPA security
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} - The “Configuration...LAN...IP Configuration” menu

1. Click the “Configuration...
LAN... IP Configuration” menu
PHCENIX

» Select the speed of the LAN or CONTACT
select Auto from the “LAN Link” i
dropdown menu. If Auto is . .
selected, the radio automatically
determines network speed. ey

* If the network does not support
DHCP (Dynamic Host
Configuration Protocol), click the
“Specify a static IP Address”
radio button and enter the data
in the “Subnet Mask” and
“Default Gateway” fields.

2. Click the “Submit” button to
activate the new LAN settings.

Home
(Opevice Information

IP Configuration
SHMP Configuration
DHCP Server
([ Access Point Radio
Passwor ds
Store Retrieve Settings
(Operformance
[CImaintenance

(OmonitoringReports
Glossary

Expand All Collapse All

© CoNeT - Co-operative Network Training

FL WLAN 24 AP 80211-XDB

LAN - IP Configuration

Link Speed and Duplex

LAN Link

LAN IP Address

j Auto

Using DHCP to get an IP address

(=} Specify a static IP address

IP Address

Subnet Mask

Default Gateway

DNS1

DNS2

| 192 |.[185 |.[284 |./254 |

‘255 |25 | 285 ||

[0 o Jlo

(0.0.00 ¢ none )

I m— ==y
1 Jfo Jdo

L =i i

(0.0.00for none )

[ Submit ]

[re2 J.[1ee J[254 11 |
Jo_|

Fo |

Last Update 03/31/2008

Lagout
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> 2.3 The Phoenix Contact FL WLAN EPA

2.3.1 Properties

* The Ethernet port adapter (FL WLAN EPA) is a high-
performance, industrial WLAN interface for Ethernet or Profinet-
compatible automation equipment (Higher priority for Profinet
data)

» A transparent protocol is used for data transmission on Layer 2

level, which ensures easy integration in Industrial Ethernet
networks such as Profinet, Modbus/TCP or Ethernet/IP.

« The FL WLAN EPA meets the Profinet requirements of
conformance class A and the Profisafe profile for failsafe
communication.

« compatibility with WLAN standard IEEE 802.11 b/g

» High level of security with WEP, WPA, and IEEE 802.11i
encryption mechanisms

« Easy configuration with standard web browsers via Ethernet,
SNMP or AT commands. The "Phoenix SPA EPA Toolbox"
software package can be downloaded free of charge at
www.phoenixcontact.com

© CoNeT - Co-operative Network Training

© 2010 Karel de Grote—Hogeschool Dominique Daens

cr

Slide 1-01/29

Content of the lesson ,,Wireless Communication



} 2.3.2 FL WLAN EPA interface

Internal circular Status and diagnostic

polarized antenna indicators

Link quality and

Supply voltage configuration/status

connection indicators

Mode configuration

LAN interface button

© CoNeT - Co-operative Network Training
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} 2.3.3 WLAN and WLAN EPA operating modes

1 WLAN Operating modes

« Infrastructure mode: Communication between all devices is via a shared access
point

« Ad hoc mode: is used to connect two WLAN devices together without an access
point

2 WLAN EPA operating modes

» Ethernet bridge mode:
» This mode is only supported between two WLAN EPAs.

» Ethernet data packets are encapsulated in UDP packets and transmitted transparently
between the EPAs.

» Due to UDP encapsulation and the additional overhead, the data throughput is
considerably lower than in external wireless mode

e External wireless mode:

» the EPA acts as a wireless extension of the wired Ethernet device. The WLAN EPA
uses the MAC address of the connected termination device, which means that only one
Ethernet device can be connected to the WLAN EPA.

» The connection of several devices via a hub or switch is not possible.

© CoNeT - Co-operative Network Training
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> 2.3.4 Examples of FL WLAN EPA Configurations

Example 1: Two WLAN EPAs form an Ethernet bridge (option1)
 several devices are connected to both EPAs

» The data from the connected devices is transmitted via the UDP tunnel.

» This mode can be used both in ad hoc mode and in infrastructure mode.

Mkl Infrastructure Network or Ad Hoc

© CoNeT - Co-operative Network Training
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_>2.3.4 Examples of FL WLAN EPA Configurations

Example 2: Two WLAN EPAs form an Ethernet bridge (option2)

« Two EPAs in "Ethernet bridge" mode. One of the EPAs is connected to a wired
network and not via the wireless interface.

» In this case, only infrastructure mode can be used.

Pﬂiﬂl WLAN

Infrastructure Network

© CoNeT - Co-operative Network Training
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_>2.3.4 Examples of FL WLAN EPA Configurations

Example 3: Two WLAN EPAs in external wireless mode (option1)

» This example shows two EPAs in "External wireless" mode. One Ethernet device
is connected to each EPA.

» This operating mode has a considerably higher data throughput than "Ethernet
bridge" because there is no UDP data encapsulation.

LLWN
3
of
-
i
I
(] LK

o

-
T
|
b

=

||

i

= g 1
1 e |
| =l

N =l N
IR ot
¥ -
'_..J_ - -..F L
= .J:-.

Ad Hoc Network
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_>2.3.4 Examples of FL WLAN EPA Configurations

Example 4: Two WLAN EPAs in external wireless mode (option2)

* One Ethernet device is connected to each EPA. The EPAs are connected
together via a WLAN access point.

» This operating mode has a considerably higher data throughput than "Ethernet
bridge" because there is no UDP data encapsulation

WLAN Access

Infrastructure Network

© CoNeT - Co-operative Network Training
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_>2.3.4 Examples of FL WLAN EPA Configurations

Example 5: WLAN connection between PC and EPA(option1)
* In this example, the EPA must be in "External wireless" mode.

Ad Hoc Network

© CoNeT - Co-operative Network Training

Content of the lesson ,,Wireless Communication

© 2010 Karel de Grote—Hogeschool Dominique Daens

C

Slide 1-01/29



_>2.3.4 Examples of FL WLAN EPA Configurations

Example 6: WLAN connection between PC and EPA (option2)

« an Ethernet device is connected to the EPA. The PC uses Ethernet protocols to
access the Ethernet device (e.qg., http for WBM or Modbus/TCP).

« Since both the PC and the EPA are connected to one access point, it is possible
to use managed (infrastructure) mode.

Point

L=

ant®

Infrastructure Network

© CoNeT - Co-operative Network Training
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_>2.3.4 Examples of FL WLAN EPA Configurations

Example 7: Several Ethernet devices connected in external wireless
mode (option 1))

ey
=1
|

siE=

=
= - ':

el Sl e E

JI‘

il

Ad Hoc Network

© CoNeT - Co-operative Network Training
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© CoNeT - Co-operative Network Training

_>2.3.4 Examples of FL WLAN EPA Configurations

Example 8: Several Ethernet devices connected in external wireless

mode (option 2)

 three or even more Ethernet devices are connected via EPAs in managed mode

via WLAN access point

LA

£

A

WA

Infrastructure Network

Content of the lesson ,,Wireless Communication
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© CoNeT - Co-operative Network Training

_>2.3.4 Examples of FL WLAN EPA Configurations

Example 9:

Several EPAs connected via WLAN to a wired

infrastructure

* three or even
infrastructure

» Other WLAN

more EPAs are connected via WLAN access points to the Ethernet

clients can be operated at the WLAN access point at the same time.

e
i l g — WLAN Access
Rirt - E Point -
e et
:4;. = WLAN Access
Al Point

Infrastructure Network

Content of the lesson ,,
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_>2.3.4 Examples of FL WLAN EPA Configurations

Example 10: External WLAN client connected to EPA
« a WLAN client is connected to an EPA.

- WLAN Access
Point

Ad Hoc Network

© CoNeT - Co-operative Network Training
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_>2.4 Startup and Configuration of the FL WLAN EPA

« Configuration using the “Mode” Button
« Web-Based management (WBM)

 Configuration using the Phoenix SPA/EPA Configuration Tool
"Toolbox" software

Windows®

@ Internet Explorer3

Link Quality

palt X TIO

£

Phsceeri: SPw EPS
Toolsow . axe

© CoNeT - Co-operative Network Training
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> 2.4.1 Configuration of the FL WLAN EPA FL by SPA/EPA Toolbox

icon

e

A5 ASE ot
oo, wodoa T

Select Produck

— Praducts

OF.

" Bluetooth SP8 0 wirelesz LAM SPA

" Bluetooth EP&  F “Wireless LAM EPA

Cancel

© CoNeT - Co-operative Network Training

« Start the "Toolbox" software by double-clicking on the program

« Select the device: FL WLAN EPA = Wireless LAN EPA

Content of the lesson ,,Wireless Communication
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> 2.4.1 Configuration of the FL WLAN EPA FL by SPA/EPA Toolbox

« Confirm the device selection with "OK". The following window opens:

“l IP#192.168.0.254 (default)
DIz p—
“Nelwork | system Overview | Paramelers | Cornectons| SM# 255.255.0.0

TCPport: 8000

1P Configuration
IP-Addiess EAEE T
Hozt Name l:l
Metrmask @I
Gateway ml
TCP Port

» Click "Connect" to establish a
connection to the module

Agiiora
| = Bpfledm H
o [ commea | et | die | Hidele |
pieees |

© CoNeT - Co-operative Network Training
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} 2.4.1 Configuration of the FL WLAN EPA FL by SPA/EPA Toolbox

 Following successful connection establishment, the "Connect" button
changes to "Disconnect" and "Read" and "Write" are activated.

Disconnect | Pesd | wiite Hide Log |

« Read = Read the device configuration

» The password for this must be entered in the "System Overview"
tab. In order to read the configuration, the password for device
access must first be entered.

« Switch to the "System Overview" tab. Enter the password under
"Password" and confirm with "Login".

Pasword (default): admin

© CoNeT - Co-operative Network Training
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Phoenix Configuration Tool - FL WLA EPA

File  Templates I:l

PHLEMNIX :
COMTACT Wi, phioenixcontact com

 Write = "Write" to transmit all
modifications to the device.

Metworlk, |53|TI | Parameters | Connections |
Swstermn Cwerview [l
General it | Flead I White | Hide Log ]
Firrnweare
Paszsword

|

Confirm Fazzword

R " + Show/Hide Log: to show or hide the
- command log window

Connections
Wwirgless Mode Acticns
Metwork Disconect | Posd | wie | [ Hidelog |
IP &ddress
Metmaszk
.'.W
Ethemnet MAC
Address ..".I
o
OF.
: - Dascorrecting EFS
Achions - Conrsctirg by EPA
- Connecled
- | =
Connedted
Mok Connected
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. ,Network“ tab

Phoenix Configuration Tool - FL WLA EPA

File  Templates

EPHEHIX
COMTALT

IP-2ddress
Host Mame
Metmazk
Gateway

TCP Fort

Metwork

—_—
152.168.0.254
286.255.0.0
152.168.0.1
8000

Actions

Mot Connected
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. ,Parameters tab

Phoenix Configuration Tool - FL WLA EPA

File  Templates

PHCEMIX :
COMTACT vy, phoenixcontact. com

| Metwork, il System Dvewiew| Parameters | Connections |

Farameters

General

Operational bode Infraztructure

Fiegulatory Domain

Mok Connected

o
a
-
a
-
©
S
H
e
8 WLAN Channel
= WLAN Data Rate 12 Mbi
+ . .
) Link Adaptation OM w
= Tranzmit Power 100m,/EdBm w
< Secuily
- E ncrpption
i)
© Authentication
o
2 —
|
O
(@)
| .
Actions
H
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@)
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. ,Connections‘ tab

Phoenix Configuration Tool - FL WLA EPA

File  Templates | Event Logaging

PHLENIX :
CONTACT vy, phoenivcontact. com

| Metwork || System Overview || F'alameters| Connections

UDP Receiver
LDP Port

Actiohs

Fiead rite Show Log

Mok Connected
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Ex 2: Wireless communication between PC
with WLAN interface and the FL WLAN
EPA (cfr. configuration example 5)
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Ex 3: WLAN between PC, Access Point
XDB and FL WLAN EPA (cfr.
configuration example 6)

o
(@
-
(@
-
©
Y
H
A4
Y
O
=
i)
)
Z
0]
>
-
i)
©
]
0]
Q,
T
@)
(@)
|
H
0]
Z
@)
(@)
@)

Chapter 2: Description functionalities of the Wireless components © 2010 Karel de Grote-Hogeschool Dominique Daens

C

Slide 1-01/29




o
(=
-
(=
-
]
I«
H
R
G
@)
=
g
(0)
Z
0]
>
-
)
@M
~
O
Q,
O
|
O
@)
|
H
(0]
pd
O
(@)
@)

Ex 4: Configuration PROFINET Siemens S7
315-2DP/PN and IL PN BK 2TX PAC (See

also CML2)

First try out: wired with
Ethernet UTP cables
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> Ex 5: Configuration PROFINET Siemens S7
315-2DP/PN and IL PN BK 2TX PAC (See
also CML2)

Second try out: wireless

conform example 6
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_>3. Real-time aspect WLAN

Ex 6: Research of the maximum update
rate PROFINET device

Ex 7: Influence of ‘other’ TCP/IP traffic
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2 4. Bluetooth (IEEES02.15.1)

Bluetooth is a wireless technology which, in the consumer sector
has a very large spread.

Currently, more effectively than Bluetooth wireless chipsets sold,
mainly attributable to the application of this technology in mobile
phones, headsets, etc.

The basic technology is standardized in IEEE 802.15.1.

Above the standard in places the Bluetooth SIG (Special Interest
Group), an association of producers (Bluetooth chipsets and
products), various application profiles, eg for voice transmission,
serial communications or wireless Ethernet connection in the so-
called Personal Area Networks (PAN).
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> References for part 2

Phoenix Contact.: Quick Start Guide UM QS EN FL WLAN AP XDB Radios, order No:
2751762

Phoenix Contact.: User Manual UM EN...XDB, order No: 2751760

Phoenix Contact.: User Manual UM EN FL WLAN EPA, order No:
7901 _en_01 06/2010
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